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1 RAAYOYMNA—F—ETT7AT—9—DHREZES (fIDNSH—/NIco/ T
%X E TEX T B, )
2 (EFEREROKE

- TALIKNIDEZSIVY
- TALYVNIDRFT—H R %
- CloudWatch Logs
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OAD Connector
« BEDA > 7L = 2D Active Directory 2 —H—158R TAWS U vV — X F AT BE
- U7 RAITCOI—F—EENDERWNGE
AT IZAND A —BEBOHETD VY TIVEEEH ITEE
- AVTLZRAAADANDEWEDLENERET S

OSimple AD
S (= QN
- AD & BE#alt D3 B Sambad Ot —E X & 124t
- 5000 11— - TFTcai—v—&E
c A—HY =TI —TEBE T THARES
AV TL IR EDEERRIEERAT]

O AWS Firewall Manager

- AWS Organization T2 TD7 ATV hNDIL—ILZEBETES

- Security Policy
- WAF rules (ALB. API Gateway. CloudFront)
- AWS Shield Advanced (ALB, CLB, NLB, Elastic IP, CloudFront)
- SG for EC2. ALB. ENI

- Network Firewall(VPC Level)

- Route 53 Resolver DNS Firewall

- Policies are created at the region level

OCloudHSM
- AWSH Rt 9 BiES{k/\— KD 7
(KMS [F AWS MRt T 2SSV 7 U 7)
cHBE/N—RD7
- HSM 7 /81 Z & FIPS 140-2 Level 3% w79
- B
- symmetric & asymmetric DA %= Y R— b
- CloudHSM Client Software Z{E>nE#H D
- Redshift supports CloudHSM for database encryption and key management
- SSE-CHES{bE &EHICHES DANEVEIRE
- IAMEFH]
- CRUD an SHM Cluster
- CloudHSM Software
- Manage the Keys
- Manages the Users
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OAWS KMS
- Key Types

- Symmetric(AES-256)
- TyNRO—TESIEBERZR L

- Asymmetric(RSA&ECC key pairs)

- Public and Private Key pair
- Used for Encrypt/Decrypt , or Sign/Verify ##&1E
- Use case : KMS API ZEX BWAT LI - —HESbx I 515

- Types of KMS Keys
- Customer Managed Keys
- Possibility of rotation policy
- Can add a Key Policy & Audit in CloudTrail
. Leverage for ToRO—7HES1t
—RYY—%ZETED
. AWS Managed Keys
- AWSH—EXRICfES
- AWSTYX—I R
-Ea—. bZv 7. audit (CloudTrail) ©&3%
cEF—RY Y —FEAEBEDHATES

- AWS Owned Keys
- AWSHMER B S UEET %
- BEOAMNSTZHOYMNIERS
-Ea—. Ty, audit TERLRWL
F R Y—EHABELEEL TERL

- AKB Ll k& Generate DataKey API

- KMS Key Policy
- Default KMS Key Policy
=R A=Y —ADT I LR DH
IAMRY S —AD7 7 L RHFTHEBINT 2HENH D

- Custom KMS Key Policy
- Key RY ¥ —THRMICI——DBREZFITL TWBEEIF. IAMKRY ¥ —
DEATRIIFFAT EAETR W,
(BIAWS 7 ho > sDFE IAMRY) ¥ —ICHFHFHRE)
- KMS Grants
- —FNR T VB RAFANMEDISHITEDS
- AWST7HDY M IAMA—H—, O—=ILNODKMSADHFAE52Z %

- EC2 Image Builder "MER U= KMS ¥ —THES{bkInNic 74 L VI v I AMIDES
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kms:Encrypt & & ' kms:Decrypt DIERIHE,

OKMS & HSM D3EW

s TCFYIY— KMSENILFTFY b, HSMIEY V7 IILT7F+ > b

- Standard : KMS (& FIPS140-2 Level 2, HSM (& FIPS 140-2 Level 3

- Key Types : KMS & Symmetric. Asymmetric. Digital Signing. HSM (&
Symmetric. Asymmetric. Digital Signing & Hashing

- Cryptographic Acceleration ; KMS (&7& L. HSM (& SSL/TLS Acceleration,
Oracle TDE Acceleration

- Access Authentication : AWS IAM, HSM (g1 —H'— & BEEDHF A Z 1ERK

- Master Keys : KMS (& AWS Owned Keys. AWS Managed Keys. Customer
Managed KMS Keys. HSM (& Customer Managed CMK

- R  KMSIFAWSYRX—Y RY—ER, HSMIETYILFAZICEEES NS

OAWS STS
- AssumeRole
- AssumeRoleWithSAML
- AssumeRoleWithWebldentity
- GetSessionToken

O Cognito
- Cognito User Pools(CUP)
-AYq Y A—HY—x—LA, password AvEXR—Y 3>
- e-mail. EHFHESRAE
- MFA
- Federated 5¥5F (Google, Facebook. SAML)
- Login sends back a JSON Web Token(JWT)
T —HIR—RIRELEEI—Y—DFRE
- API Gateway & ALB &E#E L TW S,

- Cognito Identity Pools(Federated Identities)
- Get Identities for "user” so they obtain temporary AWS credentials
- Your Identity Pool can include
- Public Providers(Google. Facebook. Apple)
- Users in an Amaozn Cognito User Pool
- OpenID Connect Providers & SAML Identity Provider
- Cognito Identity Pools allow for unauthorized User

O AWS Verified Access
VPN B UTREF VT =3 NDEEBERYNT—I 77X %2RMHTES
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LambdaZERA L TREIND H XY LR AHEE,

AP| Gateway & fEAELETHERI N, APIUY VI X MDA 7 7 v AHEHETS
SHIcFIFE N3,

S3EFEECRE LIc S, 1TREERARAICERDL50AY Y JHAAHAEE

= R=X

JWT P OAuth k=27 VY RBREDRT7 T —h—0 Vv THREZIDETITES

U IANINTGA—%

ANy — JTUXFEFINT A =4, stageVaries 8 L U'$context DA ST TH
EEZIDZZITES

O AWS Managed Microsoft AD & AD Connector DWW & ?
- AWS Managed Microsoft AD :
- AWSHERE - B9 % 7 /LY RX—Y K7t Active Directory —E' X
AT hHOY NPT —TF RYUY—REDI—H—EEHEEEN AWS
Managed Microsoft AD Tt %,

- AD Connector

- A > 7L 2 XD Active Directory 1 Y 75 ARSI F v E AWSDYU Y — X % E#
IEBfHOFOFIH—ER

cA—H—FAYTILZADAD TEEIND

AP —FAYTL T ADADICXF U TEREEZTTL. AD Connectorz/+ U T
AWSUY —RICT7 I ERXT 3,

OCognito 1—H—7—)L & Cognito ID 7—)L

Cognito 1—H%'—7— )L : - —DRIAE L ERBICFHLLTERD, 7TV Tr—y3>0
1—HY—-7HhoV N=EET B,

Cognito ID 7—JL : I—HY—DRFEE 7/ L RAFHHICEEL THEDH, AWSH—E I
D7V ERAERZEET ZHO—EDID ZIRMHT 5,

OActive Directory & AWS D&

- Active Directory ##5 L . Active Directory & AWS OREICEIRREFIRHEE.:
BT %

« ActiveDirectory Ic X9 2 #ER % # D Active Directory D1 —H'—7hDo > MR
5IAMB—I)LZ1ERT %

oI Z7ANA T ETFATIVTAT 1 ARNTDEW

* ID 7['/(\’]/@“ nL;nIE-U- L/_Z

cTPATITATAANT AP —15RZHFE (AWS Managed Microsoft AD 7
&)



oxvy~NAO—7ES1t (Envelope Encryption)

T DREEZBNE L TERINIBSEOF L,

- T BREEREESKTZOTIEERL, T—YDOBSICFERINSEERESLL
TRET %,

OAWS Black Belt
- AWS Trusted Advisor [AWS Black Belt]
- Amazon Inspector [AWS Black Belt]
- Amazon GuardDuty Malware Protection [AWS Black Belt]
[AWS Black Belt Online Seminar] Amazon Detective
[AWS Black Belt Online Seminar] Amazon Macie
[AWS Black Belt Online Seminar] Amazon Cognito
- [AWS Black Belt Online Seminar] AWS Managed Microsoft AD
[AWS Black Belt Online Seminar] AWS7Zho >k YT ILYA VA Y DEREHEE
F



